Terms of Reference for 
SYSTEM/NETWORK ADMINISTRATOR, DATA CENTER

1. Job Title: System/Network Administrator, Data Center [Level 4 Staff]
· Primary Reporting Authority: Director, Network Operations [Level 3 Staff]
2. Staff who will report to him/her: 
· IP Network Specialist
· Software Developer
3. Deliverables:
· Standard Operating Procedure (SOP) for IP Network Specialist and Software Developer
· Annual Activity and Resource Plan for the incumbent, IP Network Specialist & Software Developer
· Monthly/Quarterly/Annual Activity Report
· Monthly/Quarterly/Annual Network Monitoring and  Performance Report
· Monthly/Annual Software Development/Management Report
· Quarterly/Annual New Technology Report
· Presentations/Reports/Letters as asked by Director, Network Operations from time to time
· Annual Appraisal of IP Network Specialist & Software Developer
· Service delivery as per functional responsibilities
4. Functional Responsibilities
· Supervise multiple projects, resource deployment, monitoring and controlling and reporting the progress
· Plan and design IP, DataCenter and Cloud System
· Supervise, Organize, Direct, Co-ordinate, Control, Install, Configure, Manage and Optimize IP, DataCenter and Cloud System
· Supervise, Operate and Maintain Power and Air Conditioning System at DataCenter and DisasterRecoveryCenter at UGC and BUET.
· Supervise, Operate and Maintain Access Control, IP Surveillance System, Automatic GAS/Fire Suppressing System, Water Detection System, Monitoring System and other Environmental System at DataCenter and DisasterRecoveryCenter at UGC and BUET.  
· Participate in technical research and development and generate ideas for new and innovative services
· Communicate with the stakeholders, vendors, suppliers and mobilize required resources to them.
· Analyze future requirement, prepare network and system upgrade plan and participate in product selection
· Assist Director, Network Operations in preparing the Annual Budget/Resource Planning
· Assist in the procurement process including RFP/specification preparation, Bid evaluation, BoM negotiation and contract finalization 
· Supervise day to day operation of BdRENDataCenter and carryout daily administrative activities
· Assist subordinates and team members to enhance technical knowledge in IP, DataCenter and Cloud System
· Liaise with the government organizations, stakeholders and international community regarding Domain Hosting, DNS, Mail, Web, ERP and other software related issues. 
· Supervise and Conduct all types of Tests and generate reports
· Maintain strict compliance of Standard Operating Procedure (SOP)
· Perform Security Monitoring to identify possible security risks, take steps to mitigate the security risks, perform and supervise network firewall policy.
· Prepare Backup Policy and perform and supervise backup operations.
· Maintain and operate different servers & applications, upgrade Operating System/application and apply available patches, provision resources to the customers, manage accounts, Billing & Invoice, ERP system, and Cloud management system.
· Troubleshoot and repair hardware and software failure.
· Perform other related duties as assigned by the authority.
5. Desirable Qualification:
· Educational Qualification:
· Bachelor Degree in Electrical and Electronics Engineering/ Telecommunications Engineering/Applied Physics, Communication and Electronic Engineering/Electronics and Communication Engineering/ Computer Science/Computer Engineering/Computer Science and Engineering
· Knowledge and Skill:
· Strong interpersonal and managerial skills
· Good communication, report writing and decision making skills
· Ability to encourage and motivate workforce under the incumbent
· Ability to work in team and Work & Decision Making capability under stressed condition
· Working knowledge on Network equipment including Routers, Switch, firewall etc and routing protocols such as OSPF, BGP etc.
· Working knowledge on HP Cloud System will be treated as added advantage. 
· Red Hat Certified System Administrator or System Administrator certification on any UNIX OS will be preferable.
· CCNA certification is preferable
· Experience:
· 5 years of experience in operation and maintenance of UNIX System administration and/or Data Center.
· Language Proficiency: English and Bengali (Reading, Writing and Speaking)
6. Code of Conduct:
· Compliance to Contract Clauses
· Compliance to Service Rules
· Compliance to all Office Orders issued from time to time provided it is not directly in conflict with the contract
· Compliance to all Policies already drafted or to be drafted

7. Working Hours:
· Usual office hours from 9.00 am to 5.00 pm, 5 days a week 
· 7 x 24 availability on emergency
· Changeable through office order
8. Additional Requirement:
· Travel: Willing to travel overseas for participation in training and workshop.
· Mobile: Should be available 7 x 24 over voice and SMS
· Internet: Should be available 7 x 24 over email
9. Type of Service:The estimated duration of the assignment is 24 person months. The expected commencement of the assignment is 1st January, 2017. However, the duration of the assignment may be increased or decreased according to the requirement of the BdREN component of the project and performance of the incumbent which will be reviewed on yearly basis. The ToR would be considered as provisional and will be superseded by a revised ToR approved by the BdREN Trust.
10. [bookmark: _GoBack]Age: Not over 40 years
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